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Phishing Training – A Losing Cyberwar Strategy 
 
The U.S. is Engaged in Cyber Warfare 

The United States is at war in cyberspace.  According to a leaked secret State Department cable,1  

Since late 2002, USG organizations have been targeted with social-engineering online 
attacks by BC [Byzantine Condor] actors. ... BC actors typically gain initial access with 
the use of highly targeted socially engineered e-mail messages, which fool recipients into 
inadvertently compromising their systems [spear-phishing]. The intruders then install 
malware such as customized keystroke-logging software and command-and-control 
(C&C) utilities onto the compromised systems and exfiltrate massive amounts of 
sensitive data from the networks.  

This cable describes the multi-faceted attack termed an “Advanced Persistent Threat.”2 Reuters 
reports that China has stolen terabytes of sensitive data -- from usernames and passwords for 
State Department computers to designs for multi-billion dollar weapons systems.3  According to 
State Department cables leaked by WikiLeaks and reported by Reuters, the preferred means to 
gain access to U.S. government systems is spear-phishing.4  On April 15, 2011, Oak Ridge 
National Laboratory went off-line for two weeks after its systems were compromised by a 
sophisticated spear-phishing attack.5  Other examples include the attacks on the French Finance 
Ministry6, the government of Canada7 and the government of the United States.8  A March 16, 
2011 Report to Congress by the Government Accountability Office stated that the number of 
cybersecurity incidents reported by U.S. Government agencies to the United States Computer 
Emergency Readiness Team (US-CERT) had increased from 5,503 in 2006 to 41,776 in 2010 (an 
increase of more than 650 percent).9 

Not only our government, but our industries are under cyberattack.  Spear-phishing attacks have 
hacked networks of many prominent companies including Baker Hughes Inc., DuPont, Walt 
Disney Co., Google, Sony Corp., Johnson & Johnson, General Electric Co, Exxon Mobil Corp. 

                                                 
1 http://www.nytimes.com/interactive/2010/11/28/world/20101128-cables-viewer.html#report/china-
08STATE116943  See paragraphs 32-45. 
2 http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf 
3 http://www.reuters.com/article/2011/04/14/us-china-usa-cyberespionage-idUSTRE73D24220110414 
4 http://www.reuters.com/article/2011/04/14/us-china-usa-cyberespionage-idUSTRE73D24220110414  See, also, 
http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf, page 28. 
5 
http://www.computerworld.com/s/article/9215962/Oak_Ridge_National_Lab_shuts_down_Internet_email_after_cy
berattack  
 http://blogs.knoxnews.com/munger/2011/04/its-back-the-internet-that-is.html 
6 http://www.parismatch.com/Actu-Match/Societe/Actu/Affaire-d-espionnage-au-ministere-par-de-l-Economie-et-
des-Finances-Paris-Match-258213/ 
7 http://www.cbc.ca/technology/story/2011/02/17/technology-cyberattack-security-phishing.html#ixzz1EMCiYt93 
8 http://www.networkforensics.com/2011/01/03/cyber-crime-or-cyber-espionage/ 
9 http://www.gao.gov/new.items/d11463t.pdf 
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and Morgan Stanley for the purpose of industrial espionage.10  Industrial espionage losses are 
estimated to be over $1 trillion per year.11 

This is the anatomy of the March 2011 Advanced Persistent Threat that compromised RSA:12  

 

 

Bloomberg quotes U.S. Senator Sheldon Whitehouse (D. RI), who chaired a U.S. Senate Select 
Committee on Intelligence task force on U.S. cyber security in 2010, “We are on the losing end 
of the biggest transfer of wealth through theft and piracy in the history of the planet.”13 

                                                 
10 http://www.bloomberg.com/news/2011-03-08/hacking-of-dupont-j-j-ge-were-google-type-attacks-that-weren-t-
disclosed.html 
11 SAIC/McAfee global study, March 28, 2011, available at http://www.mcafee.com/us/resources/reports/rp-
underground-economies.pdf 
12 https://www.readability.com/read?url=http://blogs.rsa.com/rivner/anatomy-of-an-attack/ 
13 http://www.bloomberg.com/news/2011-03-08/hacking-of-dupont-j-j-ge-were-google-type-attacks-that-weren-t-
disclosed.html 
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What Is Spear-Phishing? 

In order to answer the question, “What is Spear-Phishing?” you need to know what phishing is.  
Phishing is a type of on-line deception perpetrated using emails that are designed to appeal to the 
recipients’ desires, fears and curiosity to get the recipients to act to the recipients’ detriment. We 
are all familiar with the Nigerian millionaire emails that are randomly sent to millions of people 
in hopes that a few people will act.  More effective are phishing schemes that are sent to millions 
of people, but which have a real resonance with a few recipients.  Few people have a dead uncle 
in Nigeria – lots of people have Coke Rewards memberships.  That is why bad guys sent out fake 
Coke rewards emails14 that linked to a fake website designed for identity theft.  That subset of 
recipients who had Coke rewards memberships might be enticed by the email.  The standard 
phishing scam has three characteristics:  

1. The email is sent randomly to a lot of people. 
2. Personalization is a matter of chance.  If a large number of people get the same email 

pretending to be from a popular sender, some of the recipients will have a relevant 
relationship.  Think of the Coke Rewards program. In a large group of people, some will 
be Coke Rewards members. 

3. The purpose is to get the recipient to go to a fake website and provide data that can be 
used for identity theft.  Recently, criminals have resorted to using crimeware that takes 
remote control of the victim’s computer, thereby facilitating identity theft.15 

So, what is spear-phishing?  Spear-phishing is an enhanced phishing attack that uses 
personalized information about the recipient to heighten the perceived value of the call to action.  
In the classic Carronade spear-phishing experiment, conducted at the U.S. Military Academy in 
2004, the experimenters sent cadets an email from a fictitious military officer raising questions 
about a recent grade report.16  This email elicited responses from over 90% of the freshman 
class.  The email was effective because it was so well-crafted to the interests of the recipient.  
The recipient was a cadet.  The email was from a military officer.  The email was about an 
important recent event in the cadet’s life.   
 
The facts required to craft highly personalized messages are becoming increasingly available 
through search engines and social networking tools. Computer World’s Jaikumar Vijayan 
recently reported: 
 

Increasingly, organized cybergroups have started using convincingly crafted emails to 
target high level executives and employees within the organizations they want to attack. 

                                                 
14 http://www.securitynewsdaily.com/coca-cola-e-mails-hide-scam-under-the-cap-0419/ 
15 http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2010.pdf 
16 http://net.educause.edu/ir/library/pdf/eqm0517.pdf 
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In many cases, the phishing emails are personalized, localized and designed to appear 
like they originated from a source trusted.17  

 
While reports of spear-phishing attacks generally obscure the methods used by employing 
phrases such as “sophisticated” to describe the attack18, the French Magazine Paris Match 
reported the details of the successful attack on the French Finance Ministry.19 The message that 
delivered the spying software contained detailed information about the G20 conference.  The text 
referred to actual preparatory meetings with a specific data that only insiders would have been 
expected to know.  The text said, “You will find attached a document prepared for the next 
meeting.”  There was no indication that the attachment was suspicious.  The attachment, when 
opened, installed spying software on the victim’s computer.  Computers in the offices of 
Francois Baroin, French Budget Minister, and Christine Lagarde, French Minister for Economy, 
Industry and Employment, were compromised in this attack.  

                                                 
17 
http://www.computerworld.com/s/article/9215995/Phishing_emerges_as_major_corporate_security_threat?source=
CTWNLE_nlt_pm_2011-04-20 
18 
http://www.computerworld.com/s/article/9215962/Oak_Ridge_National_Lab_shuts_down_Internet_email_after_cy
berattack 
19 http://www.parismatch.com/Actu-Match/Politique/Actu/Espionnage-Bercy-affaire-d-Etat-259329/ 
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What the Training Research Shows 
 
Four studies stand out in the research on training as a defense against spear-phishing.  The first is 
the previously mentioned West Point Carronade study from 2004.20  The 2004 Carronade study 
was followed-up with Carronade II21 and Carronade III.22 The fourth study is the 2011 five 
university study entitled, “Why Do People Get Phished?"23 
 
Carronade.  As mentioned above, in the original Carronade experiment, conducted at the U.S. 
Military Academy in 2004, the experimenters sent cadets an email from a fictitious military 
officer raising questions about a recent grade report.24  This email elicited responses from over 
90% of the freshman class.   
 
Carronade II.  In Carronade II the researchers refined the experiment and expanded the size of 
the experimental group from 512 randomly selected cadets (12% of the student body) to the 
entire corps of cadets.  The experimenters tested three schemes of spear-phishing emails.  
Scheme 1 requested the recipient to click a link.  Scheme 2 requested the recipient to open an 
attachment.  Scheme 3 asked the student to submit their social security number for questionable 
reasons over an insecure connection to a questionable website.  In the experiment, 1010 
embedded link emails (scheme 1) were sent, 1014 attachment emails were sent (scheme 2) and 
999 sensitive information requests were sent (scheme 3).  The rates at which the attacks 
succeeded were as follows: 
 

Scheme 1 (bad link)  29% 
Scheme 2 (bad attachment) 48% 
Scheme 3 (bad instructions) 46% 

 
Carronade III.  In the Carronade III experiment, the experimenters refined the Carronade II test 
plan by timing the experiment to closely follow cyber-security training for the cadets.  This time, 
the rate at which the attacks succeeded was: 
 

Scheme 1 (bad link)  38% 
Scheme 2 (bad attachment) 50% 
Scheme 3 (bad instructions) 46% 

 
                                                 
20 Aaron J. Ferguson, PhD., United States Military Academy. http://net.educause.edu/ir/library/pdf/eqm0517.pdf 
21 James J. Jackson, Aaron J. Ferguson, PhD. and Michael J. Cobb, United States Military Academy.  http://fie-
conference.org/fie2005/papers/1694.pdf 
22Ronald C. Dodge, Jr., PhD, Curtis Carver, Aaron J. Ferguson, PhD., United States Military Academy.  
ftp://163.25.117.117/gyliao/PaperCollection/20090929/Phishing%20for%20user%20security%20awareness.pdf 
23 Arun "Vish" Vishwanath, PhD, and H. Raghav Rao, PhD, University at Buffalo; Tejaswini Herath, PhD, Brock 
University (Ont., CA); Rui Chen, PhD, Ball State University, and Jingguo Wang, PhD., University of Texas, 
Arlington. 
http://www.allacademic.com/one/www/research/index.php?click_key=1&PHPSESSID=c65289d38e2ab4841c3ac76
965ba0699 
24 http://net.educause.edu/ir/library/pdf/eqm0517.pdf 
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Why Do People Get Phished? In “Why Do People Get Phished?”25 researchers from the 
University of Buffalo, SUNY, Brock University (Ontario, Canada), Ball State University and the 
University of Texas, Arlington, created an integrated information processing model to test individual 
differences in vulnerability to phishing.  The researchers concluded that two factors contribute to the 
success of phishing attacks.  First, people do not adequately process information.  Instead of carefully 
analyzing emails to determine the authenticity of the message, people pay little attention to the email 
interaction and merely rely on simple clues (such as urgency and perceived relevance) in making 
email decisions.  Second, when dealing with a large volume of email, habits, rather than careful 
thought, govern email interactions.  The researchers conclude: 
 

Domain specific knowledge gained through education, awareness, or experience, 
therefore, has a limited effect because the application of knowledge requires elaboration. 
Among the cues used by phishers, the urgency cues are by-far the most virulent. Such 
cues engender a higher degree of information processing. As a result, other deceptive 
clues in the email’s source or the grammar and spelling in the email do not receive much 
elaboration. This overall effect is further strengthened by the individuals’ media use 
habits, which is the other main reason people get phished. Habitual patterns of media use, 
in the presence of high levels of email load, tend to trigger automatic responses to 
relevant looking emails. That is, individuals exposed to relevant emails, with strongly 
worded urgency cues, in the presence of high email load, are significantly more likely to 
be phished. Together, relevance, urgency cues, and habitual media use patterns form a 
triad of influence and largely determine individuals’ phishing susceptibility.  

 
Reliance upon spear-phishing training is driven by three assumptions: 
 

1. People pay attention to subtle clues about email authenticity. 
2. People do not engage in automated responses driven by habit. 
3. Spear-phishing emails contain clues that betray their nefarious purpose. 

 
The research and recent experience show that these assumptions are invalid.   

Anup Ghosh, founder of security firm Invincea, observed, “All you need to do is to get an email 
to a target. You only need a very low click through rate to establish several points of presence 
inside an organization. If you have 1,000 employees in your organization and you train them all 
on not opening untrusted attachments, you’ll still have someone doing it. This is not a problem 
you can train yourself out of.”26 

In summary, education programs which increase the awareness of spear-phishing are not 
effective.

                                                 
25 http://www.allacademic.com/meta/p400353_index.html 
26 
http://www.computerworld.com/s/article/9215995/Phishing_emerges_as_major_corporate_security_threat?source=
CTWNLE_nlt_pm_2011-04-20 
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Building a More Effective Response to Spear-Phishing 

It is critical that many layers of defense are used by organizations in the battles of cyberwarfare.  
Operating systems and browsers must be current and patched.  The latest software applications 
should be deployed with all patches installed in a timely manner.  State of the art security 
software should be deployed.  Systems should be monitored.  Staff must be trained.  But part of 
the solution is to realize that “relevance, urgency cues, and habitual media use patterns form a 
triad of influence and largely determine individuals’ phishing susceptibility.”27 

When human factors are considered in the threat profile, human factors must be deployed in the 
defensive measures.  A tool is now available that uses human factors to identify trusted email so 
that the target of the spear-phishing attack can distinguish real email from fake email.  That tool 
is SP Guard from Iconix. 

SP Guard modifies the email client’s display to provide a visual indicator of the identity of the 
sender of email. This is an example from Outlook, the popular business email client, in which a 
company called “MyCo” is marking their internal messages as well as those from trusted 
partners such as their law firm.  Note especially the last message, though seemingly benign, is a 
spear-phishing message and is not marked as authentic: 

 

                                                 
27 
http://www.allacademic.com/one/www/research/index.php?click_key=1&PHPSESSID=c65289d38e2ab4841c3ac76
965ba0699 
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SP Guard provides the email recipient with three easy to recognize confirmations that a message 
is really an internal email or from a trusted counterpart: 

1. List View. There is an integrity indicator in the list view of the email client. 
2. Message. The open message has a further indicator of authenticity. 
3. Mouseover. Mousing over the authentication indicator in the message prompts the 

display of a certificate that further identifies the sender. 

SP Guard is available now from Iconix.  

On the cyber battlefield, your systems are under attack from clever and determined opponents 
employing Advanced Persistent Threats.  The opponents’ preferred method of the initial 
incursion into your systems is spear-phishing.  As has been demonstrated in numerous cases, that 
opponent is persistent – eventually an employee will respond to a carefully crafted email and that 
response will initiate a series of events that will result in cyber espionage.  The point of 
vulnerability is the person interacting with a compelling email.  Training is not effective in 
defending at the point of vulnerability.  At that point of vulnerability, SP Guard provides the 
person with a defense against the spear-phishing attack.   

 

 

 

 

 

 

 

 

 

 

 
 

ICONIX, Inc  
255 W. Julian Street, Suite 302, San Jose, California   95110    Phone: 408.727.6342   Fax: 408.727.6249    

 www.iconix.com 


