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Defending Against Spoofed Domain Spearphishing Attacks 
 
 

Spearphishing Threats Are Real 

According to a leaked secret State Department cable,1  

Since late 2002, USG organizations have been targeted with social-engineering online 
attacks by BC [Byzantine Condor] actors. ... BC actors typically gain initial access with the 
use of highly targeted socially engineered e-mail messages, which fool recipients into 
inadvertently compromising their systems [spearphishing]. The intruders then install 
malware such as customized keystroke-logging software and command-and-control (C&C) 
utilities onto the compromised systems and exfiltrate massive amounts of sensitive data 
from the networks.  

This cable describes the multi-faceted attack termed an “Advanced Persistent Threat” or APT2 in 
which spearphishing was an integral element of the plan of attack. Reuters reports that China has 
stolen terabytes of sensitive data -- from usernames and passwords for State Department 
computers to designs for multi-billion dollar weapons systems.3  According to State Department 
cables leaked by WikiLeaks and reported by Reuters, the preferred means to gain access to U.S. 
government systems is spearphishing.4  On April 15, 2011, Oak Ridge National Laboratory went 
off-line for two weeks after its systems were compromised by a sophisticated spearphishing 
attack.5  Other examples include the attacks on the French Finance Ministry6, the government of 
Canada7 and the government of the United States.8  On July 14,  2011, Deputy Defense Secretary 
William J. Lynn, III disclosed that 24,000 files had been lost to “foreign intruders.”9 Lynn said the 
files contained some of the U.S.’s “most sensitive systems, including aircraft avionics, 
surveillance technologies.” A March 16, 2011 Report to Congress by the Government 
Accountability Office stated that the number of cybersecurity incidents reported by U.S. 
Government agencies to the United States Computer Emergency Readiness Team (US-CERT) had 
increased from 5,503 in 2006 to 41,776 in 2010 (an increase of more than 650 percent).10 

Not only governments, but businesses are under cyberattack. Spearphishing attacks have hacked 
networks of many prominent companies including Baker Hughes Inc., DuPont, Walt Disney Co., 
                                                 
1 http://www.nytimes.com/interactive/2010/11/28/world/20101128-cables-viewer.html#report/china-08STATE116943  
See paragraphs 32-45. 
2 http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf 
3 http://www.reuters.com/article/2011/04/14/us-china-usa-cyberespionage-idUSTRE73D24220110414 
4 http://www.reuters.com/article/2011/04/14/us-china-usa-cyberespionage-idUSTRE73D24220110414  See, also, 
http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf, page 28. 
5 
http://www.computerworld.com/s/article/9215962/Oak_Ridge_National_Lab_shuts_down_Internet_email_after_cybe
rattack  
 http://blogs.knoxnews.com/munger/2011/04/its-back-the-internet-that-is.html 
6 http://www.parismatch.com/Actu-Match/Societe/Actu/Affaire-d-espionnage-au-ministere-par-de-l-Economie-et-des-
Finances-Paris-Match-258213/ 
7 http://www.cbc.ca/technology/story/2011/02/17/technology-cyberattack-security-phishing.html#ixzz1EMCiYt93 
8 http://www.networkforensics.com/2011/01/03/cyber-crime-or-cyber-espionage/ 
9 http://www.fastcompany.com/1767327/breach-of-the-week-how-the-pentagon-hack-was-done 
10 http://www.gao.gov/new.items/d11463t.pdf 
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Google, Sony Corp., Johnson & Johnson, General Electric Co, Exxon Mobil Corp. and Morgan 
Stanley for the purpose of industrial espionage.11  On September 20, 2011, the BBC reported that 
Mitsubishi Heavy Industries was compromised by a spearphishing attack that targeted a shipyard 
in Nagasaki, where destroyers are built, a facility in Kobe that manufactures submarines and parts 
for nuclear power stations, and a plant in Nagoya, where the company designs and builds guidance 
and propulsion systems for rockets and missiles.12 Industrial espionage losses are estimated to be 
over $1 trillion per year.13 

Spearphishing is often the first phase of an attack to compromise systems. This is the anatomy of 
the March 2011 attack that compromised RSA:14  

 

Why is spearphishing so often used to compromise systems?  Because it works. As reported in 
September 26, 2011 edition of the Wall Street Journal: 

Hacking attacks against companies are growing bigger and bolder—witness a string of 
high-profile breaches this year at Sony Corp., Citigroup Inc. and others. But gone are the 
days when hackers would simply find holes in corporate networks to steal valuable data. 
Large companies have grown wise to the threat of hacking, and have spent the past 30 
years hardening the perimeters of their networks with upgraded technology. 

These days, criminals aren’t just hacking networks. They’re hacking us, the employees. 

                                                 
11 http://www.bloomberg.com/news/2011-03-08/hacking-of-dupont-j-j-ge-were-google-type-attacks-that-weren-t-
disclosed.html 
12 http://www.bbc.co.uk/news/world-asia-pacific-14982906 
13 SAIC/McAfee global study, March 28, 2011, available at http://www.mcafee.com/us/resources/reports/rp-
underground-economies.pdf 
14 https://www.readability.com/read?url=http://blogs.rsa.com/rivner/anatomy-of-an-attack/ 
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“The security gap is end users,” says Kevin Mandia, chief executive of security firm 
Mandiant Corp. The majority of corporate security breaches his firm is currently 
investigating involve hackers who gained access to company networks by exploiting well-
intentioned employees.15 

 

  

                                                 
15 http://online.wsj.com/article/SB10001424053111904836104576556421692299218.html 
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Spearphishing  
 
Increasingly, the means to entry for cyberespionage is a spearphishing email. The attacker will 
begin by collecting information about the targeted person and the target’s organization.16  The 
facts required to craft highly personalized messages are becoming increasingly available through 
search engines and social networking tools. Computer World’s Jaikumar Vijayan recently 
reported: 
 

Increasingly, organized cybergroups have started using convincingly crafted emails to 
target high level executives and employees within the organizations they want to attack. In 
many cases, the phishing emails are personalized, localized and designed to appear like 
they originated from a source trusted.17  
 

How hard is to find out about someone using the internet?  Social media was used to identify the 
CIA agent responsible for the successful bin Laden operation.18 Finding targets is as easy as taking 
pictures of employees in the parking lot. Carnegie Mellon University researchers led by 
Alessandro Acquisti  took photographs of student volunteers. Using facial recognition software on 
social networking sites, the researchers were able to identify 31% of the students by name. In 
another experiment, the Carnegie Mellon team was able to identify 10% of people who had posted 
their photos on public dating sites. The researcher’s have posted their research online, Faces of 
Facebook: Privacy in the Age of Augmented Reality.19 The researchers report that they have been 
able to use profile photos and facial-recognition software to get details such as birthdate and social 
security number predictions. 
 
Typically, the email will deceive the recipient in order to entice the recipient to: 
 

• Click a malicious link in the email; 
• Open a malicious attachment; 
• Click a link that opens a webform which asks for sensitive information; or 
• Click a link that launches an application which includes malicious code. 

 
While reports of spearphishing attacks generally obscure the methods used by employing phrases 
such as “sophisticated” to describe the attack20, the French Magazine Paris Match reported the 
details of the successful attack on the French Finance Ministry.21 The message that delivered the 
spying software contained detailed information about the G20 conference. The text referred to 
actual preparatory meetings with a specific data that only insiders would have been expected to 
                                                 
16 https://www.readability.com/read?url=http://blogs.rsa.com/rivner/anatomy-of-an-attack/; 
http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf 
17 
http://www.computerworld.com/s/article/9215995/Phishing_emerges_as_major_corporate_security_threat?source=CT
WNLE_nlt_pm_2011-04-20 
18 http://www.observer.com/2011/07/exclusive-bin-laden-hunter-cia-john-identified/ 
19 http://www.heinz.cmu.edu/~acquisti/face-recognition-study-FAQ/ 
20 
http://www.computerworld.com/s/article/9215962/Oak_Ridge_National_Lab_shuts_down_Internet_email_after_cybe
rattack 
21 http://www.parismatch.com/Actu-Match/Politique/Actu/Espionnage-Bercy-affaire-d-Etat-259329/ 
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know. The text said, “You will find attached a document prepared for the next meeting.” There 
was no indication that the attachment was suspicious. The attachment, when opened, installed 
spying software on the victim’s computer. Computers in the offices of Francois Baroin, French 
Budget Minister, and Christine Lagarde, then French Minister for Economy, Industry and 
Employment, were compromised in this attack.  

Similarly, Oak Ridge National Laboratory was off-line for two weeks in April of 2011 because of 
a spearphishing attack.22  The attack commenced on April 7, 2011 with an email that claimed to be 
from Human Resources. The email discussed employee benefits and included a link to a malicious 
webpage that exploited a zero-day vulnerability that Microsoft patched on April 12, 2011.23  The 
vulnerability allowed the attacker to install malware on the user’s machine when the website was 
visited. Of the approximately 5,000 workers at Oak Ridge National Laboratory, about 530 
received the spearphishing email. Of those, only 57 clicked the link. Of the 57, only 2 machines 
were compromised. This low volume of email (530 messages) puts the spearphishing email attack 
“under the radar” of technical security methods. By the time the compromise was discovered, it 
was too late. On April 11, the lab discovered that one of its servers was transmitting data out of the 
network. After the compromised system was cleaned-up, a number of other servers started to 
transmit data. The lab reported that the malware had apparently lain dormant for about a week.  

The compromise of RSA required the deception of a single individual.24   

The attacker sent two different phishing emails over a two-day period. The two emails 
were sent to two small groups of employees; you wouldn’t consider these users particularly 
high profile or high value targets. The email subject line read “2011 Recruitment Plan.” 
The email was crafted well enough to trick one of the employees to retrieve it from their 
Junk mail folder, and open the attached excel file. It was a spreadsheet titled “2011 
Recruitment plan.xls. The spreadsheet contained a zero-day exploit that installs a backdoor 
through an Adobe Flash vulnerability (CVE-2011-0609).  

 

                                                 
22 http://www.wired.com/threatlevel/2011/04/oak-ridge-lab-hack/ 
23 http://www.microsoft.com/technet/security/Bulletin/MS11-018.mspx 
24 https://www.readability.com/read?url=http://blogs.rsa.com/rivner/anatomy-of-an-attack/ 
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Defending Against Spearphishing – Technical Means 

Obviously, no one would open an email from “badguy@badguy.org.” In order to trick email 
recipients into acting, a spearphisher must be able to display email sender information that will 
deceive the recipient into believing that the email is from a trusted counterpart.  

RFC282225 defines the requirement for email. In order to meet the standards for a valid email 
under RFC2822,  

The only required header fields are the origination date field and the originator address 
field(s). All other header fields are syntactically optional.  

RFC2822 creates a system strongly biased in favor of the delivery of email with no integrity in the 
optional information that is displayed to recipients. This email shows the optional sender 
identifying fields that are displayed to email recipients by email systems: 

 

This email is a real email from a member of the United States House of Representatives. There are 
two elements displayed in the from address, “Congresswomen Anna Eshoo” and 
[Congresswomen.Eshoo@address-verify.com] “Congresswomen Anna Eshoo” is the “display-
name”. [Congresswomen.Eshoo@address-verify.com] is the “angle-addr.”  In many email 
systems, the angle-addr is not displayed, making its content irrelevant to the recipient.  

In order to combat the problems of spam and other unwanted email, numerous optional extensions 
of RFC2822 have been adopted by recipients. Senders must comply with the optional methods 
adopted by recipients in order to assure delivery of email. There are four widely adopted methods  

                                                 
25 https://www1.ietf.org/rfc/rfc2822.txt 
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that extend RFC2822 in an effort to fight unwanted email.  

1. may employ EHLO, a non-standard SMTP greeting;26  
2. can implement RFC4405;27  
3. practice Reverse DNS Lookup,28 and/or 
4. email filtering29. 

1. EHLO 

When the email recipient implements EHLO, the SMTP greeting must have a fully qualified 
domain name that is verifiable in the DNS. EHLO validates that the sending server has a valid 
DNS. However, there is well-known work-around to the EHLO DNS validation. The SMTP 
RFC30 permits an IP address to be supplied during the greeting. By supplying the IP address 
during the greeting, the DNS validation is skipped. Without a DNS validation, EHLO is very easy 
for spearphishers to circumvent and imposes no restrictions on the names that can be displayed by 
spearphishers in the display-name or angle-addr. Moreover, because EHLO does not deal with the 
sender information that is displayed, even in the absence of the workaround, EHLO does not stop 
the display of deceptive sender information. 

2. RFC4405 

RFC4405 extends SMTP to allow/require a "submitter" parameter be added to the EHLO greeting. 
This submitter is a mailbox that is then verified using an spf31 type DNS lookup. This method was 
introduced to allow for email rejection that the SMTP stages. However, the purported responsible 
address (PRA) is still an issue in that this method because RFC4405 allows the "FROM" to differ 
from the actual sending address. For example, the displayed display-name could be 
“Congresswomen Anna Eshoo” and displayed angle-addr could be 
[Congresswomen.Eshoo@address-verify.com] and the submitter could be badguy@badguy.org. 
The SMTP would validate that badguy@badguy.org is authorized to submit email from that 
server. This is because of list-servers and forwarding rules must allow for the possibility that 
[Congresswomen.Eshoo@address-verify.com] is legitimately being forwarded by badguy. 
RFC4405 does not stop the display of deceptive sender information. 

3. Reverse DNS Lookup 

Reverse DNS Lookup (“rDNS”) seeks to add integrity to RFC4405 by matching the sending IP 
address to email “from address.”32  The “from address” is a third field in the email header which is 
distinct from the display-name and the angle-addr. rDNS is used to check the domain names in the 
                                                 
26 http://email.about.com/cs/standards/a/smtp.htm 
27 http://www.ietf.org/rfc/rfc4405.txt 
28 https://otalliance.org/resources/OTA%20Glossary.pdf 
29 Return Path, The Sender Reputation Report: Key Factors that Impact Email Deliverability, available by registering 
at http://www.returnpath.net/landing/reputationfactors/index.php?campid=701000000005fQf 
30 http://www.ietf.org/rfc/rfc2821.txt 
31 SPF is a standards based email authentication method. See https://otalliance.org/resources/OTA%20Glossary.pdf 
32 http://en.wikipedia.org/wiki/Reverse_DNS_lookup  http://www.enewsletterpro.com/support/Reverse_DNS.asp 
http://en.wikipedia.org/wiki/Callback_verification 
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rDNS to see if they are likely from dialup users, dynamically assigned addresses, or other 
inexpensive internet services. Owners of such IP addresses typically assign them generic rDNS 
names such as "1-2-3-4-dynamic-ip.example.com." Since the vast majority, but by no means all, 
of e-mail that originates from these computers is spam, many spam filters refuse e-mail with such 
rDNS names. A Forward-confirmed reverse DNS (FCrDNS) verification can create a form of 
authentication showing a valid relationship between the owner of a domain name and the owner of 
the server that has been given an IP address. While not very robust, FCrDNS is strong enough to 
often be used for whitelisting purposes, because it prevents badguys from using zombie computers 
to forge domains. Because the spearphisher does not use high volume botnets to blast out large 
volumes of email, blocking zombie PC’s has no impact on spearphishers. 

4. Email Filtering 

ISPs, email services (such as Hotmail, Gmail and Yahoo!Mail), spam blocking software and spam 
blocking appliances make filtering decisions about what email to allow into the network and what 
email to block based on three factors:33  
 

i. Reputation: Sending IP addresses are monitored and over time a “reputation” is established. 
The reputation is quantitative measurement of the desirability of email sent from the respective 
IP addresses. Reputation is used to block, filter and throttle email. Reputation is the primary 
reason that email is not delivered to the inbox.  
 
Reputation does not impact spearphishing because spearphishing uses very low volumes of 
email – spearphishing is below the reputation radar.34  
 
ii. Infrastructure: Receiving mail systems look for evidence that email is coming from a botnet 
or spammer. The factors that are considered are the three technical factors discussed above, 
together with failed or weak authentication.35:  

 
Email authentication36 is a technology which establishes that the email came from the domain 
that claims to have sent it. Authentication may also be used to establish that the email has not 
been altered since it was sent. Email authentication is a self-issued credential. All that is 
required to authenticate email is control of the sending domain’s DNS settings. This is 
accomplished by owning the sending domain. Thus, email authentication imposes the 
requirement that the spearphisher must own the sending domain.  

iii. Content: Filters search out features of the message that correlate with complaints, spam 
trap hits and other “negative” signals. 

                                                 
33 Return Path, The Sender Reputation Report: Key Factors that Impact Email Deliverability, available by registering 
at http://www.returnpath.net/landing/reputationfactors/index.php?campid=701000000005fQf 
34 http://www.cisco.com/en/US/prod/collateral/vpndevc/ps10128/ps10339/ps10354/targeted_attacks.pdf 
35 http://en.wikipedia.org/wiki/Anti-spam_techniques 
36 https://otalliance.org/resources/authentication/index.html 
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Because spearphishers send low volumes of well-crafted emails, content filtering has no 
impact on the spearphishers' social engineering schemes.37 

Applying all of these technologies to the sample email, what obstacles stand between the 
spearphisher and his intended victim?   

• The domain name in the “from address” must be actual sending domain; and 
• The sending domain must authenticate the email. 

There are no restrictions on the sender information that is displayed to the email recipient. Both 
the display-name (in this example “Congresswomen Anna Eshoo”) and the angle-addr (in this 
example “Congresswomen.Eshoo@address-verify.com”) are completely under the control of the 
sender.  

Research from the Anti-Phishing Working Group observes that because recipients are not very 
good at deciphering URL’s in email addresses, the email address that is displayed isn’t very 
important to a successful spearphishing attack.38 In fact, as the real email from a member of 
Congress demonstrates, the domain that is displayed (in this case “address-verify.com”) can be 
useless in informing the recipient as to the sender’s identity.  

The spearphisher is left with three alternatives in the domain that is displayed. 

1. Display the real domain of the purported sender. 
2. Display a domain name that is confusingly similar to the purported sender’s name, termed 

“cousin domains.” 
3. Display a random domain name that has no significance. 

The Anti-Phishing Working Group reports that random domains are often used because the effort 
is low and most people have no idea how to read a domain name.39  In cases where the phisher 
believes a deceptive domain is necessary, deceptive domains are easy to procure. In Chapter 10 of 
Crimeware: Understanding New Attacks and Defenses, Jakobsson & Ramzon provide an 
extensive discussion of the ease with which deceptive domain names can be created.40 The Anti-
Phishing Working Group reports that in the first half of 2011, of the 79,742 domains used for 
phishing, of which 14,650 were cousin domains.41   

Because the cybercriminal needs to fool the human email recipient, not the technical means, 
deceitful creativity is all that is required.  

                                                 
37 http://www.cisco.com/en/US/prod/collateral/vpndevc/ps10128/ps10339/ps10354/targeted_attacks.pdf 
38 http://www.apwg.org/reports/APWG_GlobalPhishingSurvey_1H2011.pdf, page 15. 
39 http://www.apwg.org/reports/APWG_GlobalPhishingSurvey_1H2011.pdf 
40 Jakobsson & Ramzon, Crimeware: Understanding New Attacks and Defenses (Stoughton, MA; Pearson Education, 
Inc., 2008), 582.  
41 http://www.apwg.org/reports/APWG_GlobalPhishingSurvey_1H2011.pdf, page 14. 
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Defense Against Spearphishing – Training 
 
Four studies stand out in the research on training as a defense against spearphishing. The first is 
the West Point Carronade study from 2004.42  The 2004 Carronade study was followed-up with 
Carronade II43 and Carronade III.44 The fourth study is the 2011 five university study entitled, 
“Why Do People Get Phished?"45 
 
Carronade. In the original Carronade experiment, conducted at the U.S. Military Academy in 
2004, the experimenters sent cadets an email from a fictitious military officer raising questions 
about a recent grade report.46  This email elicited responses from over 90% of the freshman class.  
 
Carronade II. In Carronade II the researchers refined the experiment and expanded the size of the 
experimental group from 512 randomly selected cadets (12% of the student body) to the entire 
corps of cadets. The experimenters tested three schemes of spearphishing emails. Scheme 1 
requested the recipient to click a link. Scheme 2 requested the recipient to open an attachment. 
Scheme 3 asked the student to submit their social security number for questionable reasons over 
an insecure connection to a questionable website. In the experiment, 1010 embedded link emails 
(scheme 1) were sent, 1014 attachment emails were sent (scheme 2) and 999 sensitive information 
requests were sent (scheme 3). The rates at which the attacks succeeded were as follows: 
 
Scheme 1 (bad link)  29% 
Scheme 2 (bad attachment) 48% 
Scheme 3 (bad instructions) 46% 
 
Carronade III. In the Carronade III experiment, the experimenters refined the Carronade II test 
plan by timing the experiment to closely follow cyber-security training for the cadets. This time, 
the rates at which the attacks succeeded were: 
 
Scheme 1 (bad link)  38% 
Scheme 2 (bad attachment) 50% 
Scheme 3 (bad instructions) 46% 
 
Why Do People Get Phished? In “Why Do People Get Phished?”47 researchers from the University 
of Buffalo, SUNY, Brock University (Ontario, Canada), Ball State University and the University of 
Texas, Arlington, created an integrated information processing model to test individual differences in 
vulnerability to phishing. The researchers concluded that two factors contribute to the success of 
phishing attacks. First, people do not adequately process information. Instead of carefully analyzing 

                                                 
42 Aaron J. Ferguson, PhD., United States Military Academy. http://net.educause.edu/ir/library/pdf/eqm0517.pdf 
43 James J. Jackson, Aaron J. Ferguson, PhD. and Michael J. Cobb, United States Military Academy. http://fie-
conference.org/fie2005/papers/1694.pdf 
44Ronald C. Dodge, Jr., PhD, Curtis Carver, Aaron J. Ferguson, PhD., United States Military Academy. 
ftp://163.25.117.117/gyliao/PaperCollection/20090929/Phishing%20for%20user%20security%20awareness.pdf 
45 Arun "Vish" Vishwanath, PhD, and H. Raghav Rao, PhD, University at Buffalo; Tejaswini Herath, PhD, Brock 
University (Ont., CA); Rui Chen, PhD, Ball State University, and Jingguo Wang, PhD., University of Texas, 
Arlington. http://www.sciencedirect.com/science/article/pii/S016792361100090X 
46 http://net.educause.edu/ir/library/pdf/eqm0517.pdf 
47 http://www.sciencedirect.com/science/article/pii/S016792361100090X 
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emails to determine the authenticity of the message, people pay little attention to the email interaction 
and merely rely on simple clues (such as urgency and perceived relevance) in making email decisions. 
Second, when dealing with a large volume of email, habits, rather than careful thought, govern email 
interactions. The researchers conclude: 
 

Domain specific knowledge gained through education, awareness, or experience, therefore, 
has a limited effect because the application of knowledge requires elaboration. Among the 
cues used by phishers, the urgency cues are by-far the most virulent. Such cues engender a 
higher degree of information processing. As a result, other deceptive clues in the email’s 
source or the grammar and spelling in the email do not receive much elaboration. This 
overall effect is further strengthened by the individuals’ media use habits, which is the 
other main reason people get phished. Habitual patterns of media use, in the presence of 
high levels of email load, tend to trigger automatic responses to relevant looking emails. 
That is, individuals exposed to relevant emails, with strongly worded urgency cues, in the 
presence of high email load, are significantly more likely to be phished. Together, 
relevance, urgency cues, and habitual media use patterns form a triad of influence and 
largely determine individuals’ phishing susceptibility.  

 
Reliance upon spearphishing training is driven by three assumptions: 
 

1. People pay attention to subtle clues about email authenticity. 
2. People do not engage in automated responses driven by habit. 
3. Spear-phishing emails contain clues that betray their nefarious purpose. 

 
The research and recent experience show that these assumptions are invalid.  

Anup Ghosh, founder of security firm Invincea, observed, “All you need to do is to get an email to 
a target. You only need a very low click through rate to establish several points of presence inside 
an organization. If you have 1,000 employees in your organization and you train them all on not 
opening untrusted attachments, you’ll still have someone doing it. This is not a problem you can 
train yourself out of.”48 

In summary, education programs which increase the awareness of spearphishing are not effective.

                                                 
48 
http://www.computerworld.com/s/article/9215995/Phishing_emerges_as_major_corporate_security_threat?source=CT
WNLE_nlt_pm_2011-04-20 
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Building a More Effective Response to Spearphishing 

The purpose of spearphishing is to deceive people, not computers. Because the phishers are using 
human factors to deceive people, human factors must be deployed in the defensive measures. A 
tool is now available that uses human factors to identify trusted email so that the target of the 
spearphishing attack can distinguish real email from fake email. That tool is SP Guard from 
Iconix. 

SP-Guard modifies the email client’s display to provide a visual indicator of the identity of the 
sender of email. This is an example from Outlook, the popular business email client, in which a 
company called “MyCo” is marking their internal messages as well as those from trusted partners 
such as their law firm. Note especially the last message, though seemingly benign, is a 
spearphishing message and is not marked as authentic: 

 

The message is not marked as authentic because, although the display-name is an effective spoof 
of an actual domain, sender is not MyCo. Even if the ”from address” is a very convincing 
deceptive domain name that evades other protective measures, such as Reverse DNS Lookup, SP 
Guard will not be fooled. The SP Guard interface assists the recipient in avoiding being hooked 
spearphishing emails.  

SP-Guard provides the recipient with three easy to recognize confirmations that a message is real: 

1. List View. There is an integrity indicator in the list view of the email client. 
2. Message. The open message has a further indicator of authenticity. 
3. Mouseover. Mousing over the authentication indicator in the message prompts the display 

of a certificate that further identifies the sender. 
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SP-Guard is available now from Iconix.  

Your systems are under attack from clever and determined opponents employing spearphishing 
attacks. As has been demonstrated in numerous cases, that opponent is persistent – eventually an 
employee will respond to a carefully crafted email and that response will initiate a series of events 
that will result in cyber espionage. The attacks are crafted to avoid technical defenses (small email 
volumes that are “under the radar”, zero day exploits and other malware countermeasures). The 
initial point of vulnerability is the person interacting with a compelling email. Training is not 
effective in defending at the point of vulnerability. At that point of vulnerability, SP Guard 
provides the person with a defense against the spearphishing attack.  

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

ICONIX, Inc  
255 W. Julian Street, Suite 302, San Jose, California   95110    Phone: 408.727.6342   Fax: 408.727.6249    

 www.iconix.com 


