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Getting More From Email Authentication 
 

What Is Email Authentication? 
 
Email authentication is a technical means of identifying the sender of email.  When a sender uses 
email authentication, a public record is created that that can be used by the recipient to verify the 
identity of the sender.   
 
There are two major categories of email authentication: 
 

1. IP-based solutions such as Sender Policy Framework (SPF) and Sender ID Framework 
(SIDF); and 

2. Cryptographic solutions, such as Domain Keys (DK) and DomainKeys Identified Mail 
(DKIM). 

 
The key difference between the IP-based solutions and the cryptographic solutions is that the 
cryptographic solutions protect the integrity of the email contents while the IP-based solutions 
only verify or validate that the domain owner authorized the sender is send email from that 
domain. 
 
Note that in both cases, email authentication is a self-issued credential.  The owner of 
phishing.com can authenticate its email.1  Email authentication alone does not solve the problem 
of bad guys pretending to be good guys. 
 

                                                 
1 http://mailchannels.com/blog/?p=45; 
http://www.informationweek.com/news/security/vulnerabilities/showArticle.jhtml?articleID=471
02042;  
http://www.theregister.co.uk/2004/09/03/email_authentication_spam/ 
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Why Authenticate Your Email? 
 
There are several reasons to authenticate your email.  The primary reason is that it allows 
recipients to make better decisions about your messages – if they can verify who you are, they 
can –  
 

• Use your “reputation” to treat messages appropriately 
• Better reject people pretending to be you, and  
 

You can think of the value of email authentication in terms of “offense” and “defense.”  On 
“offense”, you can maximize delivery of your legitimate messages when you authenticate.  
Email authentication is used by email filtering systems as an important spam indicator.2  
Unauthenticated email is suspect and is less likely to be delivered.  Additionally, by combining 
the identity of the sending server (which is determined using email authentication) with email 
reputation data from vendors such as Return Path, filters can be fine-tuned to do a better job of 
delivering messages that users want.3   
 
Another benefit of authentication is that you can participate in email programs offered by email 
providers.  For example, if you use DK or DKIM, you can participate in the Yahoo Feedback 
Loop.4  In order to participate in the Google unsubscribe and complaint reporting functions of 
Gmail, you must use DK or DKIM.5   
 
On “defense,” you can help protect your brand and your customers from fraud by authenticating 
your email.  This is due to the fact that recipients can verify your legitimate messages and 
therefore reject messages pretending to be from you when they can’t be verified.  Those fake 
messages will not make it to the inbox, where they can erode trust in your brand and cause real 
harm to unsuspecting users. 
 
So, should email authentication be important to you?  For all the reasons stated above, many 
industries consider it to be crucial.  For instance, the DMA (Direct Marketing Association) 
requires its members to authenticate their email.6  Even if you are not a member of the DMA, 
email authentication is a business “best practice.”   
 

                                                 
2 http://en.wikipedia.org/wiki/Anti-spam_techniques 
3 http://www.returnpath.net/blog/received/2008/11/aols-plans-for-domain-reputation/ 
4 http://feedbackloop.yahoo.net/ 
5 http://www.returnpath.net/blog/intheknow/2009/07/gmail-provides-unsubscribe-option-for-
mailing-lists/ 
6 http://www.dmaresponsibility.org/AuthenticationFAQ/ 
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Getting More From Email Authentication 
 
Once you’re authenticating your email, your email isn’t being treated like spam7, you can 
participate in special services provided by the email providers, and you’re preventing bad guys 
from pretending to be you.  Your email is in the inbox, but it looks like all the other messages - 
lost in a sea of text that makes it hard to find.   
 

 
 
People get your email because they want to receive it.  They may have subscribed to your 
newsletter.  They may be participating in your loyalty program.  Maybe they just bought 
something from you and now they want the confirmation.  In every case, they want to hear from 
you.  Finding your email is important to the recipient.   
 
Because finding your email is important to the recipient, your good name can also attractive to 
bad guys.  Criminals know that your recipients want your email.8  Criminals know that your 
good name is a call to action – and they exploit that.  Even if you’re authenticating your email, 
criminals can use other email addresses to try to slip fake messages into the inbox.  For example, 
bad guys used a fake Christmas card email from the President to install malware on government 
computers around the world.9  In another scam, bad guys used the mycokerewards program in an 
                                                 
7 Authentication augments good email practices.  Authentication is not a substitute for good email practices.  
Senders that engage in bad email practices will have deliverability problems.  
http://www.returnpath.net/commercialsender/certification/lib/documents/RPC_BestPracticeGuide.pdf 
8 http://gcn.com/articles/2011/01/07/cybereye-human-weakness-threat.aspx 
9 http://gcn.com/articles/2011/01/05/white-house-e-card-espionage.aspx 
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identity theft scheme.10  There are thousands of these fake email scams and they all have one 
thing in common – it is almost impossible to tell a wanted real email from an unwanted fake 
email.11  
   
Recipients want to find your email that is lost in a screen of similar looking emails.  And when 
they find it, they want to know it’s from you!   
 

 
 
Just as you distinguish your goods and services with your trademark, you can now distinguish 
your email using the Truemark® solution.  Using patented and patent pending extensions of 
email authentication, Iconix can brand your email so that your customers can instantly recognize 
it in their inbox.   To learn more, visit us at http://www.iconix.com/business/. 
 
 

                                                 
10 http://www.securitynewsdaily.com/coca-cola-e-mails-hide-scam-under-the-cap-0419/ 
11 http://apwg.org/ 


