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Figure 1 

Online Attacks Get Personal 
 
The Rise of Spear-Phishing 

In June of 2011, Cisco released a widely cited whitepaper “Email Attacks – This Time Its 
Personal.”1  In this whitepaper, Cisco discussed the shift from email scams that are characterized 
by very large volumes of email (“Mass Attacks”) to scams that are highly targeted to the 
individual recipient (“Targeted Attacks” or “Spear Phishing”). 

In the Mass Attack, the criminal sends a large volume of email that has a general call to action.  
Because these emails lack personalization, they can be sent in large volumes.  However, the lack 
of personalization makes them relatively unappealing to the recipient.  In the Targeted Attack, 
the criminal devotes resources to obtaining personal information about the victim and then 
personalizes the content to appeal to the recipient.  The difference is the difference between 
paper mail addressed “Occupant” as opposed to “Mr. Smith”.  Personalization data is readily 
available from the internet and criminal networks that traffic in stolen data.   

Cisco reports the substantial reduction in mass attacks, estimating that the amount of high 
volume email has declined 80%.  While Mass Attack scams continue to exist, the cybercriminals 
are now shifting to Targeted Attacks.  Why the change of tactics?  There are two reasons.  First, 
law enforcement has disrupted the technology used by major spam cartels, thus increasing their 
costs of doing business.  Second, Targeted Attacks are just better business for bad guys.  This 
Cisco graphic illustrates the difference in effectiveness between Mass Attacks and Targeted 
Attacks: 

 

 
 
 
 
 
 
 
 
 
 
 
Figure 1 demonstrates the troubling nature of Targeted Attacks.  In the Mass Attack, getting past 
the blocking (B in the diagram) yields small rewards; 10,000 emails get past the filter and 8 
people are victimized (0.08%).  In the Targeted Attack, the 10 emails that get past the filter yield 
2 victims (20%).  Targeted Attacks effectively deceive the recipient into the criminals’ trap. 

                                                 
1 http://www.cisco.com/en/US/prod/collateral/vpndevc/ps10128/ps10339/ps10354/targeted_attacks.pdf 
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Figure 2 

Overview of Spearphishing Attack and Defenses  
 
Figure 2 shows the processes of a spearphishing attack and the layers of defensive measures that 
are used to defend against spearphishing compromises. 
 
 
 
 
1. Email Defenses 
 
• Email Filtering 
 
 
 
 
 
 
2. User Defenses 
 
• Disable HTML email 
• Training 
 
 
 
3. Anti-Malware 
 
• Anti-Virus 
• Network Firewall 
• Host Firewall 
• Patching  
• Vulnerability Review 
• Border Monitoring 
• Proxy Servers 
• Two Factor Authentication 
 
 
4. After Event 
 
• Intrusion Detection 
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Ineffectiveness of Spearphishing Defenses 

The traditional approach to malicious emails and the damage they cause has been blocking or 
filtering technologies which depend up quickly identifying the threat then blocking similar 
attacks in the future.  We see this strategy employed in Figure 2 at each of the four defensive 
positions.   

1. Email Defenses.  The fundamental concept of email defenses is that by observing a large 
volume of email traffic, blocking/filtering technologies can identify trends which can be used to 
implement blocking.  The more emails that be observed, the sooner the trends can be spotted and 
stopped. 

Targeted Attacks present two challenges to the traditional approach: 

• First, Targeted Attacks can involve very small numbers of emails.  Contrast a Mass 
Attack to a Targeted Attack.  In a Mass Attack, the criminals send massive volumes 
of emails to customers of many companies.  The emails are identical or nearly 
identical, because they are not targeted.  For example, by monitoring the email traffic 
of the hotel industry, the first attack against one hotel will serve as an early warning 
for the other hotels and blocking can commence.  In the Targeted Attack, a criminal 
will exploit the email addresses and other data of Hilton Rewards customers that was 
stolen from Epsilon.2  The text of the emails will not be identical due to the targeting.  
Assuming that monitoring is able to eventually determine that a Targeted Attack has 
occurred, that provides no early warning upon which to base future blocking for the 
hotel industry because only Hilton was being attacked.  The attack is over before it is 
detected.  

• Second, the number of emails transmitted can be exceedingly small.  In the attack 
against Oak Ridge National Laboratories, the spearphishing email was sent to 537 
employees, out of a population of over 5,000.3  The attack against RSA involved two 
different spearphishing emails that were sent to two small groups of employees over a 
two day period.4  Emails in these low volumes are below the radar of tools that 
identify malicious emails.   

When criminals use transmissions that are very low in volume and change frequently as an 
element of the targeting, defenses predicated on large volumes of similar messages are 
ineffective to block the malicious emails.   

2. User Defenses.  User defenses rely upon teaching the user how to make better decisions about 
opening emails and, if opened, acting upon the call to action in the email.  There are several 
problems with user defenses.   

                                                 
2 http://www.securityweek.com/massive-breach-epsilon-compromises-customer-lists-major-brands 
3 
http://www.computerworld.com/s/article/9215962/Oak_Ridge_National_Lab_shuts_down_Internet_email_after_cy
berattack 
4 http://blogs.rsa.com/rivner/anatomy-of-an-attack/ 
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Figure 3 

First, Targeted Attacks are highly compelling.  In the spearphishing attack that compromised 
RSA, the message was so well-crafted that the employees retrieved it from their spam folders.5   

Figure 3 is a July 2011 spearphishing email masqueraded as an important security message from 
the NSA: 

 
 

Cyveillance observed, “This attack is a perfect example of how deeply spear-phishers understand 
the psychology of social engineering users.  It invokes the authority of a respected and 
mysterious government agency, it uses fear of being hacked or getting “in trouble” at work to 
prompt action, and it takes advantage of current events in the form of the widely reported (i.e. 
verifiable fact) and recent RSA token hack.  This is a potent cocktail of logic, emotion and 
authority to manipulate the user into a desired action, and is typical of today’s advanced 
Phishers.”6 

The attacker will begin by collecting information about the targeted person and the target’s 
organization.7  The facts required to craft highly personalized messages are becoming 
increasingly available through search engines and social networking tools. Computer World’s  

                                                 
5 http://www.readability.com/read?url=http://blogs.rsa.com/rivner/anatomy-of-an-attack/ 
6 http://www.cyveillanceblog.com/general-cyberintel/rsa-token-vulnerability-and-one-of-america%e2%80%99s-
most-secret-agencies-invoked-in-latest-spear-phishing-attack 
7 https://www.readability.com/read?url=http://blogs.rsa.com/rivner/anatomy-of-an-attack/; 
http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf 
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Jaikumar Vijayan recently reported:8 
 

Increasingly, organized cybergroups have started using convincingly crafted emails to 
target high level executives and employees within the organizations they want to attack. 
In many cases, the phishing emails are personalized, localized and designed to appear 
like they originated from a source trusted.  

The French Magazine Paris Match reported the details of the successful attack on the French 
Finance Ministry.9 The message that delivered the spying software contained detailed 
information about the G20 conference.  The text referred to actual preparatory meetings with a 
specific data that only insiders would have been expected to know.  The text said, “You will find 
attached a document prepared for the next meeting.”  There was no indication that the attachment 
was suspicious.  The attachment, when opened, installed spying software on the victim’s 
computer.  Computers in the offices of Francois Baroin, French Budget Minister, and Christine 
Lagarde, French Minister for Economy, Industry and Employment, were compromised in this 
attack. 

These are just a few examples of the spearphishers’ social engineering skills.  Training people to 
avoid suspicious emails is essentially impossible because, as Lt. Col.  Gregory Conti,  IT 
professor at West Point observed in the New York Times,10 

What’s ‘wrong’ with these e-mails is very, very subtle,” he said, adding: “They’ll come 
in error-free, often using the appropriate jargon or acronyms for a given office or 
organization. 

Second, training to improve decision-making when interacting with email relies upon changing 
human behavior.  This is the advice that Cyveillance offered regarding the fake NSA email:11 

1. Supposed needs for patches, security updates and vulnerability fixes are a favorite 
technique of scammers and phishers. Even if the message appears to come from someone 
in your own company, treat all such requests as suspicious and verify with your IT team 
by voice or fresh email to the actual IT person who supports you. 

2. Treat ANY email that tells you to download something as malicious until proven 
otherwise.  Again, contact your IT team before installing anything on your system. 

3. Hover (but do NOT click)  your mouse over all links in the email.  The true destination of 
the link will pop up next to your mouse pointer. If you’ve never heard of the site, treat it 
as dangerous. Does the site in the link address match the site in the sender’s email 
address? If it does not, be suspicious.  Is the pop up destination different from the URL 

                                                 
8 
http://www.computerworld.com/s/article/9215995/Phishing_emerges_as_major_corporate_security_threat?source=
CTWNLE_nlt_pm_2011-04-20 
9 http://www.parismatch.com/Actu-Match/Politique/Actu/Espionnage-Bercy-affaire-d-Etat-259329/ 
10 http://www.nytimes.com/2011/06/03/technology/03hack.html?pagewanted=1&_r=2&pag 
11 http://www.cyveillanceblog.com/general-cyberintel/rsa-token-vulnerability-and-one-of-america%e2%80%99s-
most-secret-agencies-invoked-in-latest-spear-phishing-attack 
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shown in the visible text of the email, what we call a bait-and-switch link? If so, this is a 
major warning.  

4. Finally, any link that ends in .zip or .exe should be treated as extremely hazardous and 
not clicked on.   

However, research has established that people do not interact with email in a careful deliberative 
manner.  In “Why Do People Get Phished?”12 researchers from the University of Buffalo, SUNY, 
Brock University (Ontario, Canada), Ball State University and the University of Texas, Arlington, 
created an integrated information processing model to test individual differences in vulnerability to 
phishing.  The researchers attributed the success of spearphishing attacks to two factors: 

 
•  First, people do not adequately process information.  Instead of carefully analyzing 

emails to determine the authenticity of the message, people pay little attention to the 
email interaction and merely rely on simple clues (such as urgency and perceived 
relevance) in making email decisions.   

• Second, when dealing with a large volume of email, habits, rather than careful thought, 
govern email interactions.   

 
The researchers concluded: 
 

Domain specific knowledge gained through education, awareness, or experience, 
therefore, has a limited effect because the application of knowledge requires elaboration. 
Among the cues used by phishers, the urgency cues are by-far the most virulent. Such 
cues engender a higher degree of information processing. As a result, other deceptive 
clues in the email’s source or the grammar and spelling in the email do not receive much 
elaboration. This overall effect is further strengthened by the individuals’ media use 
habits, which is the other main reason people get phished. Habitual patterns of media use, 
in the presence of high levels of email load, tend to trigger automatic responses to 
relevant looking emails. That is, individuals exposed to relevant emails, with strongly 
worded urgency cues, in the presence of high email load, are significantly more likely to 
be phished. Together, relevance, urgency cues, and habitual media use patterns form a 
triad of influence and largely determine individuals’ phishing susceptibility.  

 
Third, research convincingly demonstrates that training is ineffective.  The Department of 
Homeland Security tested the effectiveness of training to combat spearphishing.13  The results: 

                                  Fooled Before            Fooled After 
                                   Training                        Training 

                                       22%                              21% 

                                                 
12 http://www.sciencedirect.com/science/article/pii/S016792361100090X 
13 
http://www.computerworld.com/s/article/9218214/DHS_tests_show_security_s_people_problem?taxonomyId=17&
pageNumber=1 
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Researchers at the United States Military Academy ran a series of spearphishing experiments.  In 
the final experiment, called “Carronade III”, the experimenters refined the Carronade II test plan 
by timing the experiment to closely follow cyber-security training for the cadets.  The rates at 
which the spearphishing attacks succeeded varied by scheme. The success rates for the attack 
schemes were:14 
 

Scheme 1 (bad link)  38% 
Scheme 2 (bad attachment) 50% 
Scheme 3 (bad instructions) 46% 

 
The West Point researchers did not test emails that requested the subject to download an 
application.   
 
In summary, traditional user defenses are ineffective because user defenses rely upon three 
assumptions: 
 

1. Spearphishing emails contain clues that betray their nefarious purpose. 
2. People pay attention to subtle clues about email authenticity. 
3. People do not engage in automated responses driven by habit. 

Research and recent experience show that these assumptions are invalid.   

3. Anti-Malware.   

Anti-Malware is intended to defend against threats to which the systems are exposed.  In the case 
of spearphishing, that exposure occurs when the user “takes the bait” by: 

• clicking a bad link, 
• opening a bad document,  
• following instructions that navigate to a bad site, or 
• downloading a malicious application.   

In the constant battle between cybercriminals and anti-malware solutions, there is a never ending 
cycle in which the criminals find a vulnerability, a remedy in the form of a patch or block is 
implemented and then the criminals take a new approach.  HBGary, the security consulting firm 
and APT victim15, observed that software security tools were not effective against malware 
because the miscreants QA test malware to defeat known security tools.16  If the malware will be 
detected, it is not deployed.  We see this effect in the malicious links that are used in the attacks.  
Cisco reports that “the linked websites are often specially crafted and previously unseen, making 
them complex to detect.17  So called zero day exploits, in which unknown vulnerabilities and 

                                                 
14ftp://163.25.117.117/gyliao/PaperCollection/20090929/Phishing%20for%20user%20security%
20awareness.pdf 
15 http://threatpost.com/en_us/blogs/stephen-colbert-riffs-hbgary-breach-022811 
16 http://www.issa-sac.org/info_resources/ISSA_20100219_HBGary_Advanced_Persistent_Threat.pdf 
17 http://www.cisco.com/en/US/prod/collateral/vpndevc/ps10128/ps10339/ps10354/targeted_attacks.pdf, p. 3. 
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Figure 4 

vulnerabilities for which there is not currently a patch available, evade detection.  Examples of 
zero day exploits are numerous.  A zero day exploit delivered by a spearphishing email was used 
to compromise the RSA two factor authentication token. 18  
 
Figure 4 is summary of spearphishing bypasses published by the U.S. Department of Energy19: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4.  After Event.  If malware is installed as the result of a spearphishing attack, the last line of 
defense is discovery of the malware and the initiation of defensive actions to mitigate the 
damage.  Obviously, the better the monitoring, the less time the exploit has to operate and the 
less data related damage it will cause.  However, even in cases in which monitoring avoids 
exfiltration of data, the attack can be very disruptive.  For example, Pacific Northwest National 
Laboratory reports that it detected malware before any of its classified or unclassified data could 

                                                 
18 http://blogs.rsa.com/rivner/anatomy-of-an-attack/ 
19 http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf, page 11. 
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be compromised.20  However, in response to the attack, Pacific Northwest National Laboratory 
was offline for almost two weeks.21   

Cisco estimates that the remediation costs associated with a spearphishing attack are 2.1 times 
the financial losses and the reputation costs are 6.4 times the financial losses. 

Targeted Attacks target the human recipient of the email.  Filtering is of limited value in 
preventing the Targeted Attack’s spear phishing email from being delivered.  When the spear 
phishing email is delivered, there is a good chance the recipient will respond to the siren call.   

                                                 
20 http://www.mobiledia.com/news/97104.html 
21 http://fcw.com/articles/2011/07/15/pnnl-back-online-after-hack.aspx 
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Figure 5 

Building a More Effective Response to Targeted Attacks 

It is critical that many layers of defense are used by organizations in the defense against Targeted 
Attacks.  Operating systems and browsers must be current and patched in a timely manner.  State 
of the art security software should be deployed.  Systems should be monitored.  Staff must be 
trained.  But part of the solution is to realize that “relevance, urgency cues, and habitual media 
use patterns form a triad of influence and largely determine individuals’ phishing 
susceptibility.”22  Of the four layers of defense, the weakest is the second, User Defenses.  This 
is because technology favors the social engineering schemes that are used to deceive recipients.  
It is technically easy to fake the sending email address that is displayed to the recipient.  A little 
internet research yields substantial personal information that can be used to deceive the 
recipient.23  Email is the ideal medium for deception because the attacker has at his command all 
of the human factors needed to deceive the recipient.24  Given the ability of criminals to craft and 
deliver deceiving emails, email recipients are essentially unarmed in this battle of wits with 
spearphishers.25  
 
When human factors are considered in the threat profile, human factors must be deployed in the 
defensive measures.  A tool is now available that uses human factors to identify trusted email so 
that the target of the spear-phishing attack can distinguish real email from fake email.  That tool 
is SP Guard from Iconix. SP Guard modifies the email client’s display to provide a visual 
indicator of the identity of the sender of email. Figure 5 is an example in which a company called 
“MyCo” is marking their internal messages as well as those from trusted partners such as their 
law firm. Note especially the last message, though seemingly benign, is a spear-phishing 
message and is not marked as authentic: 

 

                                                 
22 http://www.sciencedirect.com/science/article/pii/S016792361100090X 
23 http://cyveillance.com/sepa/WP_SEPA.pdf 
24 http://searchsecurity.techtarget.com/magazineContent/Gaining-awareness-to-prevent-social-engineering-
techniques-attacks 
25 http://www.rumint.org/gregconti/publications/j3pri.pdf 
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SP Guard provides the recipient with three easy to recognize confirmations that a message is 
real: 

1. List View. There is an integrity indicator in the list view of the email client. 
2. Message. The open message has a further indicator of authenticity. 
3. Mouseover. Mousing over the authentication indicator in the message prompts the 

display of a certificate that further identifies the sender. 

SP Guard is available now from Iconix.  

Your systems are under attack from clever and determined opponents employing Targeted 
Attacks.  As has been demonstrated in numerous cases, that opponent is persistent – eventually 
an employee will respond to a carefully crafted email and that response will initiate a series of 
events that will result in losses. The point of vulnerability is the person interacting with a 
compelling email.  Training is not effective in defending at the point of vulnerability.  At that 
point of vulnerability, SP Guard provides the person with a defense against the spear-phishing 
attack.   
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