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Defending Against Advanced Persistent Threats 
 
 

Advanced Persistent Threats Are Real 

According to a leaked secret State Department cable,1  

Since late 2002, USG organizations have been targeted with social-engineering online 
attacks by BC [Byzantine Condor] actors. ... BC actors typically gain initial access with 
the use of highly targeted socially engineered e-mail messages, which fool recipients into 
inadvertently compromising their systems [spear-phishing]. The intruders then install 
malware such as customized keystroke-logging software and command-and-control 
(C&C) utilities onto the compromised systems and exfiltrate massive amounts of 
sensitive data from the networks.  

This cable describes the multi-faceted attack termed an “Advanced Persistent Threat” or APT.2 
Reuters reports that China has stolen terabytes of sensitive data -- from usernames and passwords 
for State Department computers to designs for multi-billion dollar weapons systems.3  According 
to State Department cables leaked by WikiLeaks and reported by Reuters, the preferred means to 
gain access to U.S. government systems is spear-phishing.4  On April 15, 2011, Oak Ridge 
National Laboratory went off-line for two weeks after its systems were compromised by a 
sophisticated spear-phishing attack.5  Other examples include the attacks on the French Finance 
Ministry6, the government of Canada7 and the government of the United States.8  A March 16, 
2011 Report to Congress by the Government Accountability Office stated that the number of 
cybersecurity incidents reported by U.S. Government agencies to the United States Computer 
Emergency Readiness Team (US-CERT) had increased from 5,503 in 2006 to 41,776 in 2010 (an 
increase of more than 650 percent).9 

Not only governments, but businesses are under cyberattack.  Spear-phishing attacks have 
hacked networks of many prominent companies including Baker Hughes Inc., DuPont, Walt 
Disney Co., Google, Sony Corp., Johnson & Johnson, General Electric Co, Exxon Mobil Corp. 

                                                 
1 http://www.nytimes.com/interactive/2010/11/28/world/20101128-cables-viewer.html#report/china-
08STATE116943  See paragraphs 32-45. 
2 http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf 
3 http://www.reuters.com/article/2011/04/14/us-china-usa-cyberespionage-idUSTRE73D24220110414 
4 http://www.reuters.com/article/2011/04/14/us-china-usa-cyberespionage-idUSTRE73D24220110414  See, also, 
http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf, page 28. 
5 
http://www.computerworld.com/s/article/9215962/Oak_Ridge_National_Lab_shuts_down_Internet_email_after_cy
berattack  
 http://blogs.knoxnews.com/munger/2011/04/its-back-the-internet-that-is.html 
6 http://www.parismatch.com/Actu-Match/Societe/Actu/Affaire-d-espionnage-au-ministere-par-de-l-Economie-et-
des-Finances-Paris-Match-258213/ 
7 http://www.cbc.ca/technology/story/2011/02/17/technology-cyberattack-security-phishing.html#ixzz1EMCiYt93 
8 http://www.networkforensics.com/2011/01/03/cyber-crime-or-cyber-espionage/ 
9 http://www.gao.gov/new.items/d11463t.pdf 
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and Morgan Stanley for the purpose of industrial espionage.10  Industrial espionage losses are 
estimated to be over $1 trillion per year.11 

This is the anatomy of the March 2011 APT that compromised RSA:12  

 

What are these 21st century industrial spies after?  They are after intellectual property.13  The 
March 28, 2011 SAIC/McAfee global study on international cybercrime entitled “Underground 
Economies” found:14   

• In 2008 companies worldwide lost more than $1 trillion due to data leaks, remediation 
and reputation damage. 

• Data breaches, on average, cost $1.2 million, compared to $700,000 in 2008. 
• Anything that can be monetized can be the target of the underground economy. 
• The cyber underground is evolving, with attacks becoming more sophisticated. 
• The majority of incidents are not publicly reported. 

“Cybercrime has put our country on the losing end of what could be the largest illicit transfer of 
wealth in world history,” wrote U.S. Senator Sheldon Whitehouse (D. RI), who chaired a U.S. 
Senate Select Committee on Intelligence task force on U.S. cyber security in 2010.15 

                                                 
10 http://www.bloomberg.com/news/2011-03-08/hacking-of-dupont-j-j-ge-were-google-type-attacks-that-weren-t-
disclosed.html 
11 SAIC/McAfee global study, March 28, 2011, available at http://www.mcafee.com/us/resources/reports/rp-
underground-economies.pdf 
12 https://www.readability.com/read?url=http://blogs.rsa.com/rivner/anatomy-of-an-attack/ 
13 http://investors.saic.com/phoenix.zhtml?c=193857&p=irol-newsArticle&ID=1543034 
14 http://www.mcafee.com/us/resources/reports/rp-underground-economies.pdf 
15 http://whitehouse.senate.gov/newsroom/opeds/oped/?id=b0ebf216-5056-a032-52af-054b66349c52 
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APT Phase 1 - Spear-Phishing  
 
The typical APT commences with a spear-phishing email.  The attacker will begin by collecting 
information about the targeted person and the target’s organization.16  The facts required to craft 
highly personalized messages are becoming increasingly available through search engines and 
social networking tools. Computer World’s Jaikumar Vijayan recently reported: 
 

Increasingly, organized cybergroups have started using convincingly crafted emails to 
target high level executives and employees within the organizations they want to attack. 
In many cases, the phishing emails are personalized, localized and designed to appear 
like they originated from a source trusted.17  
 

Typically, the email will deceive the recipient in order to entice the recipient to: 
 

• Click a malicious link in the email; 
• Open a malicious attachment; 
• Click a link that opens a webform which asks for sensitive information; or 
• Click a link that launches an application which includes malicious code. 

 
While reports of spear-phishing attacks generally obscure the methods used by employing 
phrases such as “sophisticated” to describe the attack18, the French Magazine Paris Match 
reported the details of the successful attack on the French Finance Ministry.19 The message that 
delivered the spying software contained detailed information about the G20 conference.  The text 
referred to actual preparatory meetings with a specific data that only insiders would have been 
expected to know.  The text said, “You will find attached a document prepared for the next 
meeting.”  There was no indication that the attachment was suspicious.  The attachment, when 
opened, installed spying software on the victim’s computer.  Computers in the offices of 
Francois Baroin, French Budget Minister, and Christine Lagarde, French Minister for Economy, 
Industry and Employment, were compromised in this attack.   

Similarly, Oak Ridge National Laboratory was off-line for two weeks in April of 2011 because 
of a spear-phishing attack.20  The attack commenced on April 7, 2011 with an email that claimed 
to be from Human Resources.  The email discussed employee benefits and included a link to a 
malicious webpage that exploited a zero-day vulnerability that Microsoft patched on April 12, 
2011.21  The vulnerability allowed the attacker to install malware on the user’s machine when the 
website was visited.  Of the approximately 5,000 workers at Oak Ridge National Laboratory, 
                                                 
16 https://www.readability.com/read?url=http://blogs.rsa.com/rivner/anatomy-of-an-attack/; 
http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf 
17 
http://www.computerworld.com/s/article/9215995/Phishing_emerges_as_major_corporate_security_threat?source=
CTWNLE_nlt_pm_2011-04-20 
18 
http://www.computerworld.com/s/article/9215962/Oak_Ridge_National_Lab_shuts_down_Internet_email_after_cy
berattack 
19 http://www.parismatch.com/Actu-Match/Politique/Actu/Espionnage-Bercy-affaire-d-Etat-259329/ 
20 http://www.wired.com/threatlevel/2011/04/oak-ridge-lab-hack/ 
21 http://www.microsoft.com/technet/security/Bulletin/MS11-018.mspx 
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about 530 received the spear-phishing email.  Of those, only 57 clicked the link. Of the 57, only 
2 machines were compromised.  This low volume of email (530 messages) puts the spear-
phishing email attack “under the radar” of technical security methods.  By the time the 
compromise was discovered, it was too late.  On April 11, the lab discovered that one of its 
servers was transmitting data out of the network.  After the compromised system was cleaned-up, 
a number of other servers started to transmit data.  The lab reported that the malware had 
apparently lain dormant for about a week.  

The compromise of RSA required the deception of a single individual.22   

The attacker sent two different phishing emails over a two-day period. The two emails 
were sent to two small groups of employees; you wouldn’t consider these users 
particularly high profile or high value targets. The email subject line read “2011 
Recruitment Plan.” The email was crafted well enough to trick one of the employees to 
retrieve it from their Junk mail folder, and open the attached excel file. It was a 
spreadsheet titled “2011 Recruitment plan.xls. The spreadsheet contained a zero-day 
exploit that installs a backdoor through an Adobe Flash vulnerability (CVE-2011-0609).  

 

                                                 
22 https://www.readability.com/read?url=http://blogs.rsa.com/rivner/anatomy-of-an-attack/ 
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Defense Against APT – Human Factors 
 
Four studies stand out in the research on training as a defense against spear-phishing.  The first is 
the previously mentioned West Point Carronade study from 2004.23  The 2004 Carronade study 
was followed-up with Carronade II24 and Carronade III.25 The fourth study is the 2011 five 
university study entitled, “Why Do People Get Phished?"26 
 
Carronade.  As mentioned above, in the original Carronade experiment, conducted at the U.S. 
Military Academy in 2004, the experimenters sent cadets an email from a fictitious military 
officer raising questions about a recent grade report.27  This email elicited responses from over 
90% of the freshman class.   
 
Carronade II.  In Carronade II the researchers refined the experiment and expanded the size of 
the experimental group from 512 randomly selected cadets (12% of the student body) to the 
entire corps of cadets.  The experimenters tested three schemes of spear-phishing emails.  
Scheme 1 requested the recipient to click a link.  Scheme 2 requested the recipient to open an 
attachment.  Scheme 3 asked the student to submit their social security number for questionable 
reasons over an insecure connection to a questionable website.  In the experiment, 1010 
embedded link emails (scheme 1) were sent, 1014 attachment emails were sent (scheme 2) and 
999 sensitive information requests were sent (scheme 3).  The rates at which the attacks 
succeeded were as follows: 
 
Scheme 1 (bad link)  29% 
Scheme 2 (bad attachment) 48% 
Scheme 3 (bad instructions) 46% 
 
Carronade III.  In the Carronade III experiment, the experimenters refined the Carronade II test 
plan by timing the experiment to closely follow cyber-security training for the cadets.  This time, 
the rates at which the attacks succeeded were: 
 
Scheme 1 (bad link)  38% 
Scheme 2 (bad attachment) 50% 
Scheme 3 (bad instructions) 46% 

                                                 
23 Aaron J. Ferguson, PhD., United States Military Academy. http://net.educause.edu/ir/library/pdf/eqm0517.pdf 
24 James J. Jackson, Aaron J. Ferguson, PhD. and Michael J. Cobb, United States Military Academy.  http://fie-
conference.org/fie2005/papers/1694.pdf 
25Ronald C. Dodge, Jr., PhD, Curtis Carver, Aaron J. Ferguson, PhD., United States Military Academy.  
ftp://163.25.117.117/gyliao/PaperCollection/20090929/Phishing%20for%20user%20security%20awareness.pdf 
26 Arun "Vish" Vishwanath, PhD, and H. Raghav Rao, PhD, University at Buffalo; Tejaswini Herath, PhD, Brock 
University (Ont., CA); Rui Chen, PhD, Ball State University, and Jingguo Wang, PhD., University of Texas, 
Arlington. http://www.sciencedirect.com/science/article/pii/S016792361100090X 
27 http://net.educause.edu/ir/library/pdf/eqm0517.pdf 
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Why Do People Get Phished? In “Why Do People Get Phished?”28 researchers from the 
University of Buffalo, SUNY, Brock University (Ontario, Canada), Ball State University and the 
University of Texas, Arlington, created an integrated information processing model to test individual 
differences in vulnerability to phishing.  The researchers concluded that two factors contribute to the 
success of phishing attacks.  First, people do not adequately process information.  Instead of carefully 
analyzing emails to determine the authenticity of the message, people pay little attention to the email 
interaction and merely rely on simple clues (such as urgency and perceived relevance) in making 
email decisions.  Second, when dealing with a large volume of email, habits, rather than careful 
thought, govern email interactions.  The researchers conclude: 
 

Domain specific knowledge gained through education, awareness, or experience, 
therefore, has a limited effect because the application of knowledge requires elaboration. 
Among the cues used by phishers, the urgency cues are by-far the most virulent. Such 
cues engender a higher degree of information processing. As a result, other deceptive 
clues in the email’s source or the grammar and spelling in the email do not receive much 
elaboration. This overall effect is further strengthened by the individuals’ media use 
habits, which is the other main reason people get phished. Habitual patterns of media use, 
in the presence of high levels of email load, tend to trigger automatic responses to 
relevant looking emails. That is, individuals exposed to relevant emails, with strongly 
worded urgency cues, in the presence of high email load, are significantly more likely to 
be phished. Together, relevance, urgency cues, and habitual media use patterns form a 
triad of influence and largely determine individuals’ phishing susceptibility.  

 
Reliance upon spear-phishing training is driven by three assumptions: 
 

1. People pay attention to subtle clues about email authenticity. 
2. People do not engage in automated responses driven by habit. 
3. Spear-phishing emails contain clues that betray their nefarious purpose. 

 
The research and recent experience show that these assumptions are invalid.   

Anup Ghosh, founder of security firm Invincea, observed, “All you need to do is to get an email 
to a target. You only need a very low click through rate to establish several points of presence 
inside an organization. If you have 1,000 employees in your organization and you train them all 
on not opening untrusted attachments, you’ll still have someone doing it. This is not a problem 
you can train yourself out of.”29 

In summary, education programs which increase the awareness of spear-phishing are not 
effective.

                                                 
28 
http://www.allacademic.com/one/www/research/index.php?click_key=1&PHPSESSID=c65289d38e2ab4841c3ac76
965ba0699 
29 
http://www.computerworld.com/s/article/9215995/Phishing_emerges_as_major_corporate_security_threat?source=
CTWNLE_nlt_pm_2011-04-20 
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Defense Against APT – Technical Means 

Given the persistence of the adversary and the vulnerability of people, technical means are a 
critical part of the defense against APT.  Technical means must protect against the threat that is 
initiated with spear-phishing infiltration.  It is important that many layers of defense are used by 
organizations in the defense of their intellectual property.30  In February 2010, at an Information 
Security Systems Association (ISSA) meeting in Sacramento, California, HBGary, the security 
consulting firm and APT victim31, observed that software security tools were not effective 
against AVT because the miscreants QA test AVT code to defeat known security tools.32  If the 
AVT will be detected, it is not deployed.  In addition to the opportunistic use of zero-day 
exploits, the APT attacks that are initiated with the spear-phishing email bypass security 
defenses.  This summary was published by the U.S. Department of Energy33: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
It is essential that enterprises monitor their systems in order to mitigate the damage caused by 
undetected exploits.34   
                                                 
30 http://arstechnica.com/tech-policy/news/2011/02/anonymous-speaks-the-inside-story-of-the-hbgary-hack.ars/.  
This is an example of multiple security failings which ultimately relied upon a spear-phishing email to compromise 
the keys to kingdom. 
31 http://threatpost.com/en_us/blogs/stephen-colbert-riffs-hbgary-breach-022811 
32 http://www.issa-sac.org/info_resources/ISSA_20100219_HBGary_Advanced_Persistent_Threat.pdf 
33 http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf, page 11. 
34 http://cio.energy.gov/documents/Thursday_Marquis_6_830_Ritchey.pdf; 
https://www.readability.com/read?url=http://blogs.rsa.com/rivner/anatomy-of-an-attack/; http://software-
security.sans.org/community/paper/reading-room/application-whitelisting-panacea-propaganda  
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Building a More Effective Response to APT 
 
It is critical that many layers of defense are used by organizations in the defense of their 
intellectual property.  Operating systems and browsers must be current and patched.  The latest 
software applications should be deployed with all patches installed in a timely manner.  State of 
the art security software should be deployed.  Systems should be monitored.  Staff must be 
trained.  But part of the solution is to realize that “relevance, urgency cues, and habitual media 
use patterns form a triad of influence and largely determine individuals’ phishing 
susceptibility.”35 

When human factors are considered in the threat profile, human factors must be deployed in the 
defensive measures.  A tool is now available that uses human factors to identify trusted email so 
that the target of the spear-phishing attack can distinguish real email from fake email.  That tool 
is SP Guard from Iconix. 

SP-Guard modifies the email client’s display to provide a visual indicator of the identity of the 
sender of email. This is an example from Outlook, the popular business email client, in which a 
company called “MyCo” is marking their internal messages as well as those from trusted 
partners such as their law firm. Note especially the last message, though seemingly benign, is a 
spear-phishing message and is not marked as authentic: 

 

                                                                                                                                                             
 
35 
http://www.allacademic.com/one/www/research/index.php?click_key=1&PHPSESSID=c65289d38e2ab4841c3ac76
965ba0699 
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SP-Guard provides the recipient with three easy to recognize confirmations that a message is 
real: 

1. List View. There is an integrity indicator in the list view of the email client. 
2. Message. The open message has a further indicator of authenticity. 
3. Mouseover. Mousing over the authentication indicator in the message prompts the 

display of a certificate that further identifies the sender. 

SP-Guard is available now from Iconix.  

Your systems are under attack from clever and determined opponents employing Advanced 
Persistent Threats.  The opponents’ preferred method of the initial incursion into your systems is 
spear-phishing.  As has been demonstrated in numerous cases, that opponent is persistent – 
eventually an employee will respond to a carefully crafted email and that response will initiate a 
series of events that will result in cyber espionage. The attacks are crafted to avoid technical 
defenses (small email volumes that are “under the radar”, zero day exploits and other APT 
countermeasures).  The initial point of vulnerability is the person interacting with a compelling 
email.  Training is not effective in defending at the point of vulnerability.  At that point of 
vulnerability, SP Guard provides the person with a defense against the spear-phishing attack.   
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